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Following are policies pertaining to proprietary rights, trademarks, translations, and details
about the availability of additional information online.

Proprietary Rights
The information contained in this document is proprietary and confidential to Mastercard
International Incorporated, one or more of its affiliated entities (collectively “"Mastercard"), or both.

This material may not be duplicated, published, or disclosed, in whole or in part, without the prior
written permission of Mastercard.

Trademarks

Trademark notices and symbols used in this document reflect the registration status of Mastercard
trademarks in the United States. Please consult with the Global Customer Service team or the
Mastercard Law Department for the registration status of particular product, program, or service
names outside the United States.

All third-party product and service names are trademarks or registered trademarks of their
respective owners.

Disclaimer

Mastercard makes no representations or warranties of any kind, express or implied, with respect to
the contents of this document. Without limitation, Mastercard specifically disclaims all
representations and warranties with respect to this document and any intellectual property rights
subsisting therein or any part thereof, including but not limited to any and all implied warranties of
title, non-infringement, or suitability for any purpose (whether or not Mastercard has been advised,
has reason to know, or is otherwise in fact aware of any information) or achievement of any
particular result. Without limitation, Mastercard specifically disclaims all representations and
warranties that any practice or implementation of this document will not infringe any third-party
patents, copyrights, trade secrets or other rights.

Translation

A translation of any Mastercard manual, bulletin, release, or other Mastercard document into a
language other than English is intended solely as a convenience to Mastercard customers.
Mastercard provides any translated document to its customers "AS IS" and makes no
representations or warranties of any kind with respect to the translated document, including, but not
limited to, its accuracy or reliability. In no event shall Mastercard be liable for any damages resulting
from reliance on any translated document. The English version of any Mastercard document will take
precedence over any translated version in any legal proceeding.
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Document Purpose

The purpose of this document is to answer commonly asked questions about the Global
Vendor Certification Program (GVCP) under Mastercard's Card Production Security
Standards.

Reference Document

The Security Rules and Procedures is available on Mastercard Connect™ for further
references (refer to section 2.3 and Appendix C for more information).
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Global Vendor Certification Program
The following list of questions is designed to assist issuers and card production vendors with Card
Production Security Standards compliance requirements.

Q: What do card production activities consist of?

Card production activities consist of card manufacture services, card personalization services, and
other specialized services performed in connection with card production (refer to Appendix C for card
production services in the Security Rules and Procedures). This includes the treatment and
safeguarding of cards, printing, embossing, encoding, and mailing as well as any phase of the
production and distribution of cards or card account information.

Q: Who is required to ensure that all card production activities are performed in compliance with
Card Production Security Standards and Card Design Standards?

Issuers and card production vendors must ensure that all card production activities are performed in
compliance with Card Production Security Standards and Card Design Standards, as applicable.

Q: Which PCI Security Standards apply to card production activities and where are they located?

The security requirements for card production activities are defined in the PCI Card Production &
Provisioning Physical Security Requirements and in the PCI Card Production & Provisioning Logical
Security Requirements. The PCI Card Production Logical and Physical Security Requirements can be
found on the PCI Security Standards Council (PCI SSC) website under the Card Production filter at
www.pcisecuritystandards.org/document_library.

Q: Which version of the PCI Card Production & Provisioning Security Requirements is currently in
effect?

Version 3.0 of the PCI Card Production & Provisioning Security Requirements were published in
January 2022 and will become effective 1 October 2022. However, assessments may continue to be
performed using version 2.0 of the PCI Card Production & Provisioning Security Requirements until 31
December 2022.

Q: What is the Mastercard Global Vendor Certification Program (GVCP)?

The Mastercard GVCP defines and enforces security requirements that provide a high-security
environment within which third party vendors perform card manufacture, personalization, and
provisioning services on behalf of Mastercard issuers.
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Q: What is GVCP certification?

GVCP certification indicates that a vendor has demonstrated compliance with the PCI Card
Production & Provisioning Physical & Logical Security Requirements and is authorized to provide card
production services to Mastercard issuers. Mastercard Security Rules and Procedures require issuers
that outsource their card production activities to only utilize GVCP certified vendors.

Q: What entities require GVCP certification?

Vendors that perform card production activities for Mastercard issuers (such as card manufacturing,
personalization, provisioning, and specialized production services) require GVCP certification. Issuers
that perform card production activities for themselves or their affiliate members are not subject to
GVCP certification.

Q: What PCI Security Standards apply to GVCP certification?

The PCI Card Production & Provisioning Physical Security Requirements and the PCI Card Production
& Provisioning Logical Security Requirements apply to GVCP certification. These security
requirements are separate documents and can be found on the PCI SSC website at
www.pcisecuritystandards.org/document_library.

Q: How do | begin the GVCP certification process?

To begin the GVCP certification process, vendors should send an email to gvcp-
helpdesk@mastercard.com that includes their company name, facility location, service(s) to be
provided and their contact information.

Q: What are the key milestones for GVCP certification?
The key milestones for GVCP certification include:

e forms completion

e program fees (contact gvcp-helpdesk@mastercard.com for associated fees)
e compliance assessment

e qudit finding, reporting, and remediation

e certification

e annual certification renewal

Q: How long does it take a vendor to achieve GVCP certification?

The length of time required to achieve GVCP certification may vary from vendor to vendor. The
duration is influenced by the maturity of the vendor's security environment and ability to complete
essential milestones in a timely manner.
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Q: After GVCP certification is achieved, how does a vendor maintain their certification?

To maintain GVCP certification, a vendor must complete their renewal certification requirements
annually.

Q: How do | determine if an auditor is qualified to assess card production security?

Card production security assessments must be performed by a PCI SSC-approved Card Production
Security Assessor (CPSA). A list of CPSA security organizations can be found on the PCI SSC website
at www.pcisecuritystandards.org/assessors_and_solutions/card production security assessors.

Q: How can | validate that a card production facility is GVCP certified?

To validate whether a card production facility is GVCP certified, Mastercard AN 1157 Vendors for
Card Production Services is published monthly and confirms that vendors are certified for card
production services they provide. The Certified Vendors listing is available on the Technical Resource
Center on Mastercard Connect™.

Q: Where can | find additional information about GVCP?

Mastercard GVCP Standards can be found in section 2.3 Card Production Security Standards of the

Security Rules and Procedures. In addition, the Card Design Standards manual and GVCP policies and

procedures published in the Card Vendor Certification Standards manual can be found on Mastercard
Connect™.

Issuers and vendors with questions about GVCP as it relates to Mastercard's Card Production
Security Standards should contact gvcp-helpdesk@mastercard.com.
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