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MasterCard requires members to register all Third Party Processors (TPPs) and Data Storage Entities (DSEs) with the MasterCard Registration Program system.  Part of the requirements for registration itself is compliance with the MasterCard Site Data Protection (SDP) Program (in accordance with the implementation schedule set forth in section 10.5.5 of the Security Rules and Procedures manual).  Compliance with the MasterCard SDP Program includes adherence to the Payment Card Industry (PCI) Data Security Standard.

The following template is to be completed by any TPP or DSE who is not PCI Compliant and is required to register with MasterCard through their associated member.


	Part 1a – Company Identification 

	Company Name: 

	     

	Contact Name: 

	     

	Address: 

	     

	Telephone: 

	     

	DBA(s):
	     

	Fax Number: 

	     

	Email Address: 

	     

	
	

	Business Description:
	Please explain your business’ role in the payment flow.  How and in what capacity does your business store, process and/or transmit cardholder data?

     

	Signature and Date: 

	                             

Please note that through submission and approval of this Action Plan the Service Provider understands and agrees to the policy and recommendations as outlined on page 7.                                            


	Part 1b – Assessor Information 

	Assessor Company Name: 
	     

	Main Contact Name: 

	     

	Main Contact Phone: 

	     

	Main Contact E-Mail: 

	     


Note: The Service Provider must complete either Part 2 OR Part 3 in the following sections – but does not need to complete both.  See instructions beginning on page 6 for further detail.                                             

	Part 2 – PCI Compliance  Tracking – Historical Method

	PCI Requirement
	Compliant?

[Y/N]
	Action required for non-compliance
	Target Date for Compliance

	1. Install and maintain a firewall configuration to protect data
	          FORMDROPDOWN 

	     
	No later than 1 year
     

	2. Do not use vendor-supplied defaults for system passwords and other security parameters
	          FORMDROPDOWN 

	     
	No later than 1 year

     

	3. Protect stored data


	          FORMDROPDOWN 

	     
	No later than 1 year

     

	4. Encrypt transmission of cardholder data and sensitive information across public networks
	          FORMDROPDOWN 

	     
	No later than 1 year

     

	5. Use and regularly update anti-virus software
	          FORMDROPDOWN 

	     
	No later than 1 year

     

	6. Develop and maintain secure systems and applications
	          FORMDROPDOWN 

	     
	No later than 1 year

     

	7. Restrict access to data by business need-to-know
	          FORMDROPDOWN 

	     
	No later than 1 year

     

	8. Assign a unique ID to each person with computer access
	          FORMDROPDOWN 

	     
	No later than 1 year

     

	9. Restrict physical access to cardholder data
	          FORMDROPDOWN 

	     
	No later than 1 year

     

	10. Track and monitor all access to network resources and cardholder data
	          FORMDROPDOWN 

	     
	No later than 1 year

     

	11. Regularly test security systems and processes
	          FORMDROPDOWN 

	     
	No later than 1 year

     

	12. Maintain a policy that addresses information security
	          FORMDROPDOWN 

	     
	No later than 1 year

     

	Scanning

	          FORMDROPDOWN 

	     
	No later than 3 months

     


	Part 3 – PCI Compliance  Tracking – Prioritized Approach Method

	PCI Milestone
	Percentage 

Completed
	Action required for non-compliance
	Target Date for Compliance

	1. Remove sensitive authentication data and limit data retention. 
	       FORMDROPDOWN 

	     
	No later than 1 year

     

	2. Protect the perimeter, internal, and wireless networks.
	       FORMDROPDOWN 

	     
	No later than 1 year

     

	3. Secure payment card applications.
	       FORMDROPDOWN 
  
	     
	No later than 1 year

     

	4. Monitor and control access to your systems.

	       FORMDROPDOWN 
  
	     
	No later than 1 year

     

	5. Protect stored cardholder data.

	       FORMDROPDOWN 
  
	     
	No later than 1 year

     

	6. Finalize remaining compliance efforts, and ensure all controls are in

place.
	       FORMDROPDOWN 
  
	     
	No later than 1 year

     

	Scanning


	       FORMDROPDOWN 
  
	     
	No later than 3 months

     


	Part 4 – Additional Comments

	     



PCI Action Plan Form Procedures/Instructions:

This form is presented in a Microsoft Word format.  Upon completion, please save the file in the same format (.doc):
· Select File, Save As

· Ensure that the “Save as Type” field shows .doc

· Please use the following file naming convention when saving the document name:

· [Service Provider Name] – [Sponsoring Member Bank Name].doc    
The file must be sent to the following e-mail address: PCIReports@Mastercard.com for review.
The sections below contain additional detail which may provide further guidance on completion of this form.  

	Part 1a – Company Identification


This section must be completed in full.  All fields are mandatory.
· Company Name – Name of company to be registered.  This should be identical to the company name used for the initial registration request.
· Contact Name – Primary contact for the company requesting registration.
· Address – Primary address of the company requesting registration.
· Telephone – Number of the Primary Contact
· DBA(s) - Doing Business As. Compliance validation levels are based on the transaction volume of a DBA or chain of stores (not of a corporate that owns several chains).

· Fax Number – Fax Number of the Primary Contact
· E-Mail Address – Associated with the Primary Contact 
· Business Description – See Part I for description
	Part 1b – Company Identification


This section must be completed in full.  All fields are mandatory.

· Company Name – Name of company to be registered.  This should be identical to the company name used for the initial registration request.

· Contact Name – Primary contact for the company requesting registration.

	Part 2 – PCI Compliance Tracking – Historical Method


 Service Providers must complete either Part 2 OR Part 3 in the following sections – but does not need to complete both.  Part 2 tracks PCI Compliance by the historical method (Requirements 1-12), while Part 3 tracks PCI Compliance by the Prioritized Approach Method (Milestones 1-6).

Part 2 of the Action Plan consists of 13 sections.  
Sections 1-12 correspond to the 12 requirements outlined in the Payment Card Industry (PCI) Data Security Standard (DSS), which can accessed from the following link: https://www.pcisecuritystandards.org/security_standards/pci_dss.shtml.  Note that while there are several sub-sections outlined under each of the 12 requirements, Part II of this form presents the broad categories noted above.
These security requirements apply to all “system components” which are defined as any network component, server, or application included in, or connected to, the cardholder data environment.  Third Party Processors who are not PCI Compliant must note any areas of deficiency within the “Action required for non-compliance” column, as well as describe their corrective action plan.  The “Target Date for Compliance” field must be completed, and should not exceed the time period noted from the submission date of the action plan.  Note that the maximum time allowed for any all target dates is one year from the submission and approval of the Action Plan.
Areas of deficiency should be noted by the subsection reference in the PCI DSS, followed by a description of the issues(s).  For example, if a formal process for approving and testing all external network connections and changes to firewall configurations is not in place, note the reference and issues.  Note the example below:
	1. Install and maintain a firewall configuration to protect data


	       No
	1.1.1 – Documentation has not yet been finalized.  Anticipated date for completion is 2Q 2010’. 
	No later than 1 year

August 15, 2010


Section 13 refers to the network scanning requirement.  All TPPs must scan their Web sites or IT infrastructures with externally facing IP addresses.  This must be conducted by an Approved Scanning Vendor (ASV).  More information on ASVs can be found here: https://www.pcisecuritystandards.org/qsa_asv/index.shtml.
Third Party Processors who have not completed a scan should make note here.  The “Target Date for Compliance” field must be completed, and should not exceed the time period noted from the submission date of the action plan.

	Part 3 – PCI Compliance Tracking – Prioritized Approach Method


Service Providers must complete either Part 2 OR Part 3 in the following sections – but does not need to complete both.  Part 2 tracks PCI Compliance by the historical method (Requirements 1-12), while Part 3 tracks PCI Compliance by the Prioritized Approach Method (Milestones 1-6).

Beginning on January 1, 2010, the Prioritized Approach method of tracking will be the mandatory format  for reporting to MasterCard for all Service Providers.

Part 3 of the Action Plan consists of 7 sections.  

Sections 1-6 correspond to the 6 Milestones outlined in the Prioritized Approach.  The Prioritized Approach offers guidance on how to focus PCI DSS implementation efforts in a way that expedites the security of cardholder data.  It provides a roadmap of compliance activities based on risk associated with storing, processing, and/or transmitting cardholder data. The roadmap helps to prioritize efforts to achieve compliance, establish milestones, lower the risk of cardholder data breaches sooner in the compliance process, and help acquirers objectively measure compliance activities and risk reduction by merchants, service providers, and others.
For detailed tracking, the PCI DSS provides a tool which can assist with each subsection and corresponding requirements within each Milestone.  This workbook and more information on each Milestone can be found here: https://www.pcisecuritystandards.org/education/prioritized.shtml.  
Section 7 refers to the network scanning requirement.  All TPPs must scan their Web sites or IT infrastructures with externally facing IP addresses.  This must be conducted by an Approved Scanning Vendor (ASV).  More information on ASVs can be found here: https://www.pcisecuritystandards.org/qsa_asv/index.shtml.

Third Party Processors who have not completed a scan should make note here.  The “Target Date for Compliance” field must be completed, and should not exceed the time period noted from the submission date of the action plan.

	Part 4 – Additional Comments


Field is reserved for further comments by the TPP/DSE and is optional.

TPP/DSE Registration Procedure
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Policy and Recommendations

1. It is "highly recommended" that the Service Provider engage a Qualified Security Assessor (QSA) for the completion of the form.  This means that to complete the PCI Action Plan, an onsite review is not required.  However, an onsite review is required to confirm compliance and provide the Attestation of Compliance (AOC) for Onsite Assessments for Service Providers:

(https://www.pcisecuritystandards.org/security_standards/pci_dss_supporting_docs.shtml)

2. The target dates for compliance, in relation to any area of deficiency, must be adhered to.  Noncompliance with the dates indicated in the PCI Action Plan may result in the application of noncompliance assessments.  

3. A Service Provider declaring themselves as compliant in any of the noted areas may be subject to a noncompliance assessment if it is subsequently found, during an onsite review, that there are deficiencies within that section.  During the onsite review, MasterCard must receive an immediate update noting any new areas of concern in addition to a new/updated target date for compliance.  

4. MasterCard must receive the AOC from a QSA, on or before the latest target date.  All areas of deficiency must be corrected and deemed PCI compliant by the contracted QSA.

5. MasterCard will allow a maximum compliance target date of one year from the date of the PCI Action Plan submission.  One year is adequate time for a Service Provider to engage a QSA, correct areas of deficiency and become fully compliant with the PCI DSS.  Therefore, if the Service Provider has not engaged a QSA at the time they complete the PCI Action Plan, it is highly recommended that they do so in the immediate future.  Lead times for corrective action, to any previously unknown deficiencies identified by a QSA review, should be considered.  MasterCard does not grant extensions for compliance beyond the one year maximum target date.
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